
ARE YOU STRUGGLING TO PROVE 
REGULATORY COMPLIANCE?

FOUR STEPS TO PROVING COMPLIANCE

PRODUCT SHEET

AXIOMATICS REVIEW MANAGER
ADVANCED ATTRIBUTE BASED ACCESS CONTROL REPORTING

BENEFITS

• Audit user or group permissions by 
reviewing the conditions under which they 
can access data.

• Review individual data access points and 
the category of user that can access them.

• Generate category-centric reports such 
as country– department– or office–based 
access to data.

• Create customizable reports on other key 
ABAC-related access control queries.

Proving policy-based compliance is a four-step procedure within the Axiomatics Review Manager:

• Prove regulatory compliance with real-time 
ABAC review reports.

Enforcing complex and changing regulations is a continuous problem for enterprises and federal agencies. 
It is both a costly and time-consuming activity that requires ongoing diligence to achieve compliance – and 
reporting to prove the right safeguards are in place.

For organizations that have already adopted Attribute Based Access 
Control (ABAC) the challenge of regulatory compliance is made 
much simpler. In using a dynamic externalized authorization process, 
organizations can centralize how authorization happens across the 
organization – and manage authorization policies as needed.

Dynamic authorization policies are written to reflect regulations — no 
matter how complex they are. These are enforced across applications 
and databases through the Axiomatics Policy Server or the Axiomatics 
Data Access Filter, respectively. The policies – which govern the context 
under which a user can access sensitive data – are externalized, 
meaning any policy changes can be made on-the-fly at one centrally 
managed point, and implemented at departmental, business unit or 
organizational level.

Proving regulatory compliance has an open issue however. Policy 
developers have been able to review policies using tools such as the 
Axiomatics Policy Auditor and confirm that they meet requirements, 
but reporting on real-time enforcement has not been strictly possible. 
The Axiomatics Review Manager now enables managers, auditors, 
compliance officers, etc., to view, among other things, the conditions 
under which a piece of data can be accessed by a user or group, as 
well as what data a particular users can access regulatory compliance 
can now be proven.
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THE AXIOMATICS REVIEW 
MANAGER IN ACTION

With the Axiomatics Review Manager, administrators or 
developers can design templates that enable other au-
thorized users to generate authorized reports on ABAC 
related access control queries. Using a basic policy as 
an example, we can highlight the reporting capabilities.

In this example we will assume that an organization has a 
document access policy in which there are two classifica-
tions: secret and public documents. The public documents 
are accessible by everybody, but access to the secret doc-
uments is restricted to users who meet specific criteria or 
users who make a request under specific circumstances.

A manager using the Axiomatics Review Manager can ask 
a specific question to prove that the documents are secret 
and indeed only accessible by approved parties in accor-
dance with policies.

Access to Secret Documents

Access rights of User Bob

Access from Factory A

Query: Under which conditions can users access secret 
documents pertaining to Country X?

Query: Under what conditions can Bob access secret 
documents?

Query: Who can access secret documents at Factory A?

The reply given might state, “Users who have title manager 
and are citizens of Country X, who have permission to view 
secret documents, during working hours of County X.

The reply given might state, “Bob can access secret doc-
uments from Country X. He can access secret documents 
from Country Z when he is onsite, during working hours.

The reply given might state, “Users in Department B, C and D 
with Authorization Level T can access secret documents while 
onsite during office hours. Users with Authorization Level V can 
access secret documents at any time.

The Review Manager is available in both Axiomatics Policy 
Server and Axiomatics Data Access Filter – and it’s easy to 
get started. Contact your account rep or your customer rela-
tionship manager to enable these features within your new 
or existing deployment.
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